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Annomayus — OcoOGEHHOCTH COBPEMEHHOI0 NMPOM3BOACTBA
MHKPOCXEM npeamoJararT HCIIOJIB30BaHHUE METO0a0B
MPOBEPKH Moneneﬁ, YYBCTBUTECJIBbHBIX K GpaKOBaHHI)IM n
HEeKAaYeCTBEHHBIM H3JequsiM. B  Hacrosimeil craThe
npejiaraercsi  MOAX0A, MO3BOJSIIOIIMI  00HAPYKUBATH
HECOOTBETCTBYIOLMEe M3Jeausi (Hampumep, KOHTpadakr)
nyTeM  H3MepeHHs] COBOKYNHOCTell  NPUHUUIHAJIBLHO
Pa3IUMYHBIX PaJUOYACTOTHBIX XapakTepucTuk. IlpuBeneHbl
pe3yjabTaThbl 3KCHCPUMEHTAJIBHOI0 TECTUPOBAHUSA MMOAXO0Ja
Ha PeaJTbHbIX H3aeJIusAX, NMpPOBEACHO CpaBHEHHE C
OCHOBHBIMM AJIbTEPHATUBHBIMHU IMOJAXO0aMHU.

Knroueevie cnosa — KOHTPOJIb Ka4ecTBa, S-mapamMeTpsl,
BbISIBJICHUE KOHTpaq)aKTa.

l. BBEJEHUE

WneHTHUKAIMA MHKPOCXEM Ha Pa3iHYHBIX 3Tarax
JKM3HEHHOTO IIMKJIA SIBISIETCS BaXKHBIM HHCTPYMEHTOM
KOHTPOJIS ux KadecTBa [1]. Hamnpasnenue,
obecrieynBaroliee TaKyl0 HACHTHQHUKALUIO C Y4ETOM
COBPEMEHHBIX TPeOOBaHMH K MHKPOCXEMaM, IOIyYHIO
Hasganue  Design-for-Security.  Muorume  moaxomsl,
NpUMEHSEMbIE B 3TOW 00JACTH, OCHOBAaHbI HA BHEIPCHUH
JIOTIOJTHUTEINIBHBIX MEXaHU3MOB UIeHTUPUKALIMT
MHKPOCXEM U 3aIUTHl HX OT KOMUPOBaHus Ha ypoBHe CD-
610k0B [2]. Vcxo/s U3 OrpaHHYCHHOW YHHBEPCATbHOCTH
NPEUIOKCHHBIX ~ CHOCOOOB  BBISBICHUS  aHOMAJIHUii
napaMeTpoB MHUKpPOCXEM, a TaKKe JOCTATOYHO BBICOKOI
CTOMMOCTH TaKHX IpPOBEPOK — TpedyeTcss 00ecIeyuTh
BO3MOJKHOCTh OIPECIICHUs] aHOMaluii B BBIOOpKE Ha
OCHOBE CpaBHEHHs Ha0Opa MpPOCTBIX XapaKTEPUCTHK
(00ycnoBIIEHHBIX MTOHSITHEIMHU (busnUecKuMH
npennocsuikamMu). Ilpu  Xopomieil BOCTIPOM3BOIMMOCTH
XapaKTEepUCTHK C UX IOMOIIBI0 MOXKHO CTPOMTH CHCTEMbI
UICHTHDHUKAIMKN U KOHTPOJIS OXHOPOJHOCTH THIIOBBIX
n3nenuid. B Hacrosmed craThe MNPEUIOKEH IOAXOA K
UICHTH(GUKALIMK ~ HEOTHOPOJHBIX  MHKDOCXEM  IyTEM
CpaBHEHHSI COBOKYITHOCTEI OTPa)KEHHOTO M MPOXOJSIIET0
4yepe3 OOBEKT TECTOBOrO CUTHaia (B YacTHOCTH, S-
napaMeTpoB). [loka3aHo, YTO TakHe COBOKYITHOCTH
HO3BOJIIIOT Pa3OHMTh MCXOAHYIO IMapTHIO Ha KJAcTephbl B
ciydae e€ HeoTHOpOAHOCTH. Kpome 3Toro, mnpoBeaéH
CPaBHMTEJBHBIA  aHalNW3 C  JIPYTUMH  METOJaMH
UICHTUQHKAIIMM, KOTOpble  IIO3BOJIIIOT ~ NPUHUMATH
pelieHre 0e3 JIeTanbHOr0 MOJEIMPOBAHHS NapaMeTpoB
MHKpPOCXEM. JTO BOCTpeOOBaHO, B YaCTHOCTH, B 00JIaCTH
BbIsIBJIEHHs KOHTpadakTa [3].

1. OB30P U3BECTHBIX AHAJIOI'OB IIPEJUIOKEHHOI'O
MOAXOIA

A.  Awnanusz epemennvix 3a0epicex

AHaJIM3 BpEMEHHBIX 3aJI€PIKEK Ha KOHTPOJIbHBIX MYyTSX
pacipocTpaHeHust CHMIHaIa HauboJee HIUPOKO
UCHONB3YETCS I BBIABJIEHHA AHOMAIMA Ppa3JIMYHOM
npupossl B MUKpocxemax [4, 5]. TIpu KoHTpoje KadecTBa
B IIEPBYI0 OYEPEAb PACCMATPUBAKOTCA  aHOMAJIHH,
CBSI3aHHEIE c JErPaalliOHHBIMU MPOLECCAMH,
BBI3BIBAIOLIUMA ~ M3MEHEHHE IIOPOTOBOIO  HANPSIKEHUS
TPAaH3UCTOPOB P-THIIA, OOYCIOBJIEHHOIO TEMIIEPATYPHOI
HECTaOMJILHOCTBI) HAlpPsHKEHHsA OOPaTHOrO CMELIEHHUS
(NBTI) u umwkeknueii ropsiaux nocureneit (HCI) [6].

[Iupoko pacTHpPaXUpOBaH MOJXOM HA OCHOBE
KOHTPOJISI BPEMEHHBIX CHTHATYD 3JEKTPHUECKUX cXxeM [7].
OH  BKIIOYaeT BHIOOP  KOHTPOJHUPYEMBIX  IyTeit
OPOXOXICHHS  CHUTHANA, W3MEPEHHEe  3aJepKeK |
uneHTHOUKaMo. [Ipd  9TOM  HCIOJNB3YIOTCS  Kak
u3BeCTHBIE NIa0ioHBI HeucmpaBHocTed (path delay fault,
time delay fault), Tak u cnenuanu3upoOBaHHBIE MOXO/BI HA
OCHOBE Pa3IMYHBIX MOJIeTeH H3MepeHHus U 00paboTKH
curaaios [8-10].

bau3kuM K npesioxKeHHOMY HaMU TOJXOJY SIBISIETCS
UCIIOJIb30BAHUE YaCTOTHOW pa3BEPTKU Ul IOJyYEHUs
curnatyp 3azaepxek [10]. OcHoBHast umesi 3aKIHOYAETCsI B
oTOope CTabuBHBIX (C YYETOM TEXHOJOTHYECKOTO
pa3dpoca) 4acToT AN TEHEepalud TECTOBBIX IMAaOIOHOB.
3TO MO3BOJISIET CBECTH HMICHTU(DHKALUIO HEOIHOPOIHBIX
MHKPOCXEM K CPaBHEHHUIO CBEPTOK OMHApPHBIX CHUTHATYD B
MeTpUKe XIMMUHTIA.

CCpbéSHbIM HCI0CTAaTKOM npu STOM  SBJIACTCA
HCOMPEACIICHHOCTh  AOCTATOYHOI'0  KOJMYCCTBA HyTCfI
MNPOXOKACHHA  CUTHAJIa JJI1  [OJYy4YCHHA HOI[O6HBIX

curHaryp. Kiaccudukanus Ha OCHOBE OMYCTHMBIX
rpaHul] HaONIOAaeMbIX [apaMeTPOB M KIACCHYECKOro
METO/1a TJIAaBHBIX KOMIIOHEHT 00JIaaeT PsiIOM HU3BECTHBIX
uwemocrarkoB  [10, 11]. [l mOCTpOEHHs —PpElIaroIIero

npaBuiia TpeOyercs JIOCTaTOYHO OOIIMPHBIIA
MMOJITOTOBUTEIBHBIA 3Tan  MojenupoBaHus. [logoOHBIN
MOAXOMl  MOXHO  pPEKOMEHIOBaTh MPH  KOHTPOJIE
OJIHOPOJHOCTH  KOHKPETHOTO  M3AENus C  Y4EeTOM

(hakTHIECKON TEXHOJOTUIECKON N3MEHUNBOCTH.

B. Awuanuz nabopoe snekmpuueckux napamempos

Hambonee pacmpocTpan€HHBIII MeTOI  OBICTPOTO
CPaBHEHHMS MHKPOCXE€M IO MX IapamMeTpaM — 3TO
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HCIIONIB30BaHUE CHUTHATYPHBIX xapakTeprorpados,
MO3BOJSIFONIMX BBIABIATH paszimumumsi B BAX [12, 13],
MOJIYYEHHBIX [IPH OJMHAKOBBIX YCIOBHIX H3MEPCHUS.

JlaHHBIA OAX0J XOpowo cedsl 3apeKOMEHI0BAT IS
OTAEJIBHBIX KJIACCOB MHUKPOCXEM, HO UMEET HeoCTaTKu. B
HEpBYIO OYepeib — HPHHATHE PEIICHUS O JOMyCTUMOM
otrkioHeHn BAX ot 3tanona tpebyer Gonbimoro Habopa
o0y4aromux gaHHbIX. COOTHOIICHHE KOJINYECTBA BHIBOIOB
«C OTKJIOHCHHEM» 1 0€3 HEro TaKkKe 3aTpyIHACT NPUHSITHE
pemenust. Kpome 3T0ro, HEKOTOpBIE BBIBOJBI HAXOJSITCS B
COCTOSIHUM, HE JArOIIMM IpH usMepeHun BAX Hukakoi
MOJIE3HOH NH(OPMALH.

C. Awnanuz gusuueckux u cmpykmypHo-2eoMempuiecKux
ceoticme

JUist  CpaBHHUTENHHON UACHTU(DUKAIIMM MUKPOCXEM
IIIPOKO HCIOIB3YIOTCS METOABI KOHTPOIISI (PH3UUCCKUX H
CTPYKTYPHO-T€OMETPUUESCKUX XapaKTEPUCTUK (8
OCHOBHOM Kopmyca MuKpocxembl) [12]. HauGoree
pacmpocTpaHCHHBIM METOJIOM TaKOTO pona  SIBISETCS
peHTtrenorpadugeckmit aHasm3. (0):4 MO3BOJISIET
O0OHapyXMBaTh Ppa3IUYUd MHKPOCXEM IIpH CPaBHEHHUHU
PEHTTCHOBCKOTO H300paKEeHHUsI UX KOPILyca ¢ 3TajJOHOM. B
YACTHOCTH, KOHTPOJIO MOJBEPrarOTCS BBIBOAHAS DPaMKa,
OCOOCHHOCTH pa3BapKd KPHCTala B KOpIyC. JIaHHBIH
MO/IX0J] HUKAK HE KOHTPOJHPYET MapaMeTpsl KphCTasia
MHKPOCXEMBI M IO3TOMY MOXKET PACCMATPHBATHCS TOJIBKO
KaK BCIIOMOTaTelIbHbIN.

I1l.  OIIMCAHME IPEJUIATAEMOI'O IIOJIXOJIA

Ilpn mpoBenEeHWH CEPTUPHUKANMHOHHBIX HCIBITAHUN
MI/IKpOCXeM JJIS1 BBISABJICHUSA TTOTCHIMAJIBHO-HCHAICKHBIX
139 () 15071 MUKPO3JIEKTPOHUKH HCTIONTB3YIOTCSI
MHOT'OYHUCJICHHBIC MECTOObI KOHTpOJ'ISI OTACIBHBIX
UICHTHPUKAIIMOHHBIX XapakTepucThk [14], KoTopsie B
COBOKYITHOCTH TI03BOJISIIOT TOBOPUTH 00 OJHOPOJHOCTH
(HEOTHOPOTHOCTH) TPEABABISIEMBIX TAPTHH U3IEITHHA. DTH
METOIbI TAKXKEC l'[pI/IMeHﬂIOTCSI K BBISIBJICHUIO
KOHTPaQaKTHBIX W3IENNM, «IOUIHHHBIX» MHKPOCXEM
[3,6,12]. B xauecTBe MeTOga KOHTPOJS OIHOPOIHOCTH
MBI TIpeJIaraii MCIOIb30BaTh HOBBIM IMOIXOJ HA OCHOBE
KOHTPOJISI «BHYTPEHHETO paauonoptperay [15].

BHyTpeHHUII paguonopTpeT — 3TO COBOKYNHOCTh
aMIUIATYIHO-4YaCTOTHBIX, ()a30-4aCTOTHBIX M BPEMEHHBIX
(MMITyTIBCHBIM OTKJIMK) XapaKTEPHUCTHK, IIONYyYEHHBIX C
pa3IMYHBIX BBIBOJOB YCTpPOHCTBa (B YaCTHOCTH, S-

nmapametpoB). Takoe ompeneneHue —corjacyercs ¢
HAJIWYMEM  «BHCIIHErO0  PagMONOpTpeTa»,  KOTOPBIH
HCIIOJIB3YETCHA, Hanpumep, npu aHaJIn3¢

JJIEKTPOMArHUTHOM coBMecTuMocTH [ 16].

AHaITH3 CYIIECTBYOIIETrO OMBITa POSKTHpoBaHws [17]
W KOHTpOJS KadecTBa mukpocxeM [18, 19] mokaszam, urto
MHKpPOCXEMbI BHYTPH MapTHA MOTYT pa3jnyuaThCsl H3-3a
JBYX Tpyni (GpakTopos:

— «ECTECTBEHHBIC» TPUYMHBI  (TEXHOIOTHYECKAs
MU3MEHYMBOCTb, OIIMOKH, JIe(eKThl M HEUCIIPABHOCTH,
MTOMEXOBBIE 3P PEKTHI);

— HUCKYCCTBEHHBIE»  NPMYMHBI  (HENPABUIIBHOE
KOMIUIEKTOBaHWE TIApTHH, OIMOKK TeX. MpoLecca,
KOHTpa(aKT).

A. Bwibop smanontoeo ycmpoiicmsa

IIpn mnpoBeneHWM KOHTPOIS OJHOPOJHOCTH  UIS
BBISABJICHHS KOHTpadaKkTa CIOXHOHN 3aiavyeil TpaJuluOHHO
SIBISICTCA BBIOOP DTAJIOHHBIX YCTPOWCTB. VI3BECTHBIH
MoJxoJ K e€ peuieHuto 0a3upyercsi Ha CTaTHCTHYECKUX
MeTozax. HakomneHne pe3yiapTaToB KOHTPOJIST KITFOUEBBIX
XapaKTepUCTUK THIIOBBIX YCTPOICTB MO3BOMIAET IPOBEPSTH
UX KadecTBO BHIOOPOYHO B paMKax CTaTHCTHIECKUX
IUTaHOB ~ KOHTposs.  DakTHueckd NHpU  KOHTpOJIE
OJHOPOJHOCTH BO3MOXHBI IBE€ CUTYALIH:

1) wu3BeCTHBI HEKOTOPbIC W3MCHHs, YAOBICTBOPSIOIINC
TpeOOBaHMSIM TIO KIIFOYEBBIM IapamerpaM (KOHTPOJb Ha
MPOM3BOJICTBE) —  pelaeTcs 3ajada  ONpe/esICHUs
MIPUHAUIC)KHOCTH HEKOTOPBIX M3IENUH K 3TOM TIpymmne
«TOJTMHHUKOBY;

2) wuHpOpPMAIMH O «IOTHHHHUKAX» HET (KOHTPOJb MPH
3aKyTIKe).

B mepBomM cmydae goctymHO — (OpMHpOBaHHE
MaTepUaJbHBIX JTAJIOHOB C MPUBJICUYCHUEM 3HAHHUH 00
YCTOHYHUBOCTH YCIIOBUIA IPOU3BOICTBA.

Bo BTOpOM — 1ienecooOpa3HO MPOHU3BOIUTE «CIEHOM»
0TOOp M3AENHUil B TPYIITY 3TAJOHOB ISl IEPBOHAYAIEHOTO
KOHTPOJIA, C TOCIEIYIOUIMM HOATBEP)KICHHUEM KadecTBa
Yyepe3 pacIIMpPEHHBIH KOHTPOJIb.

B Hactosmeit pabore paccmarpuBaeTcs CHUTyauus,
KOrZla JIOCTOBEPHBIX IAHHBIX O KayecTBe H3ICIHIl HeT
(oOyuarorasi BIOOpKa HE pa3MeveHa Ha Kiaccel). B aToit
CBSI3M OIPaBJAHHBIM CTaHOBUTCS CIy4ailHBIH BBIOOD
STAJIOHHOTO YCTPOICTBA U3 MAPTHH.

Panuonoptper »3TOro ycrpoictBa B JajbHEHIIEM
paccmarpuBaetcs  kak  dtanonHeii  (Rp_gold) wu
UCITIOJIB3YETCS B KAUECTBE BEKTOPA MPU3HAKOB C W3BECTHOM
METKOH KJacca.

B. Hoenmughuxayus

[MonydeHre BHYTPEHHHX PaIHOIIOPTPETOB ISl APYTHX
ycTpoiticte u3 maptuu Rp 1, ..., Rp_(n-1), tme n —
KOJIMYECTBO YCTPOUCTB B MAPTHH.

C. Cpasnenue pesyrbmamog

CpaBHeHHE 3TAJIOHHOTO panuomnopTpera c
paauoOTIOPTPETaMU  JAPYrUX NpuUOOpOB W3 maptuu. I[lpu
CpaBHCHHU PaArOTIOPTPETOB OLIEHUBAETCS ux
MeTpudeckas 0JIM30CTh K 3TaJJOHHOMY (OMIOPHOMY) Kiaccy.
Wznmemust ¢ «galmekum» OT JTajoHa PagdoNoOpPTPETOM
KIIACTEpU3YIOTCSI B  HOBBIE KIACChl, YyKa3blBas Ha
HEOTHOPOJTHOCTh TpeaBABICHHON TTAPTHUH. [pn
HEOOXOUMOCTH BBIOOPKH M3 ATHX KJIACCOB MOTYT OBITh
ITOJIBEPTHYTHI YIITYOJICHHOMY U3yUYCHHIO.

D. [Iloomsepoicoenue smanona

IMonTBepkaeHne  ATajgoHa  MPOUCXOAUT  TOCIHE
OKOHYaHUS M3MEPEHUH C TIOMOIIBIO AETAIFHOTO U3yUCHHUS
BHYTPEHHEH CTPYKTypbl 3TaJlOHHOTO YCTPOWCTBa C
ITOMOIIIBIO Pa3pyIIAOIINX METOJIOB MCCIIEIOBAHUS WIN Ha



OCHOBE KOHTpOJISI PaCUIMPEHHOTO Habopa XapaKTepUCTHK,
WX CpPaBHEHHUS CO crienu(pUKayeil WM ¢ MaTepuaaIbHBIM
ITAJIOHOM.

IV. DKCIEPUMEHT

HccnenoBana maptus mukpocxem 121 mr. B xone
9KCIIEPUMEHTA MPOBEACHO CPABHUTENBHOE H3ydYEHHUE S-
napameTpoB npubopom Agilent ES071B anst muxpocxem

GAL22V100 (mporpammupyemMbIe JIOTHYECKHe
ycrpoiictBa).  Kpome — um3mepeHuil  paauomnopTpeTa
MPOBOAWJINCH ~ BHU3yaJlbHO  ONTHYECKHH  KOHTPOIb,

PEHTTeHOBCKMH KOHTpONb, KOHTpoidb BAX, a Ttakxke
(hyHKIMOHAIEHOE TECTHpOBaHME. B xome KOHTposst ObLH
BBISIBJICHBI Pa3JINuUs MEXAY OTIEIbHBIMA MUKPOCXEMaMHU.

BusyanbHO-oNTHYECKUH KOHTPOJIb KOPIYCOB W3IAEIUN
HE BBISIBIJ THUIOBBIX Je()EKTOB KOHTpa(aKTHOH HapTUH
Mukpocxem [12].

PeHTreHOBCKHI KOHTPOJIb TTOKA3all HAJIMYUE YeTBIPEX
THIIOB BBIBOJHBIX PAMOK B IIAPTUH M Pa3IHIHbIC rabapHThl
kpuctamios (puc. 1).

Koutpone BAX ¢ mnomowmpl  CUTHATYpHOIO
xapakTepuorpaga He IIOKazal — pasMUMid  MeXIy
MHKPOCXEMaMH, IOCTaTOYHBIX JUIA HPHHATHSA PEIICHUSI
(310 00yCIOBIEHO  OTCYTCTBHEM  IIpEABapHUTEIbLHOM
KOH(HI'YpaLiy BEIBOJOB y JAHHOTO KJIacca MUKPOCXEM).

JIOTOJHUTENBFHO OBLJIO MPOBEACHO (PYHKIHOHAIBHOE
TECTHpPOBaHHE, KOTOpPOE BKIIOYAIO B ceOSI IPOBEPKY
MpOrpaMMUPYeMOCTH  (LIMKIIBI  «3allUCh-4TE€HUE») U
MPOBEPKY HICHTU(PUKAIIMOHHOTO Koja. OHO IIO3BOIIIIIO
BBISIBUTH BCETO JBa Kjlacca, HE COBHAJAIOMUX C
pe3ynabratamu  peHTreHorpaduu (P MPOBEICHUH
KOTOPOU ObLTH BBISIBJICHBI 4 KJIACCA MHUKPOCXEM).

A8
CEE

Puc. 1. [Ipumep BhISIBJI€HHBIX HEOTHOPOIHOCTEI B MApTHH,
MoJ03peBaeMoii Ha KOHTpadakT

CpaBHUTENBHBIN aHANNU3 PagUONOPTPETa MPOBOIMICS
Ha ocHoBe napTtuu u3 103 wt. 13 nepBoHayaipHOM napTun
ObLTM  WMCKIIOYEHBI ~ HEpaOOTOCIIOCOOHBIE  W3JENus,
BBISIBJIGHHBIE B XOA€ (YHKIMOHAILHOTO KOHTPOJIS, a
TAaKXKe W3IeNHsA C TOBPEXKACHHBIMH BBIBOJAMH H C
HWACHTU(UKAMOHHBIM KOJOM, HE OTHOCSIIMMCS HH K
OHOMY W3 UeTHIpEX BBIIBIIIEMBIX PEHTTC€HOBCKUM
METOJIOM IOJKIACCOB.

Cxema M3MepeHus paJHoIopTpeTa oKa3aHa Ha puc. 2.
W3mepeHust paguonoptpera ObUIM HPOBEACHBI MEXIY

BBIBOJAAMHU («GBEMJIN» U «IIHUTAHUM», HEUCTOJIB3YEMBIC IS

U3MEpPEHHUSI BBIBOJBLI MHKPOCXEMBI IIPHCOCIHMHCHBI K
«3EMIIEN.
AnanusaTtop uenen
BEKTOPHbIN
Port 1 ‘ ‘ Port 2
4 Agilent E5071 I
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N
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Puc. 2. Ucnonb30BaHHAsl B IKCIIEPHMEHTE CXeMa
noarJYeHnss Mukpocxem GAL22V100 (TecToBblii agantep
He M0Ka3aH)

Jna  npumepa  HOpHUBEAEHBI  S-XapaKTEPUCTHKH
MPpUOOPOB U3 MAPTHH, KOTOPhIE MAKCUMAIBHO OTINYAOTCS

apyr ot apyra (puc. 3).
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Puc. 3. [Ipumep pa3audust KOHTPOINPYEMBIX HAPaMeTPOB
MHKpoOCXeM

B KkadecTBe 3TAJIOHHOTO METOJA YISl OMPE/IC/ICHUS
JIOCTOBEPHOCTH KOHTPOJISI HCIIOJIb30BAIKCH PE3YJIbTaThl
ONTHYECKOrO KOHTPOJISI KPUCTAJUIOB M PEHTIEHOBCKOTO
KOHTpoJIs (puc. 1).

Hcrons30BanH «CIIemoi» MeTo BBIOOpa M3NENHH UIs
u3Mepenus. I[locine 4ero Kk HUM HPHUMEHEHA CIEMyFOIast
METOJIMKa pacyeTa Ha OCHOBE HW3BECTHOTO MeTola
kiactepusanuu K-cpemaux [20].

V. METOJUKA PACUYETA CXOJICTBA MUKPOCXEM

HpCI[HOJ'IO)KI/IM, 4TO B HpCHLHBHHGMOﬁ napTuu B
PaBHBIX MOPOMNOPHHAX COACPIKATCA q ITPON3BOJICTBEHHBIX

NapTUH C PaBHOM BEPOSTHOCTBIO p(y) = —, a IVIOTHOCTH
YCIIOBHBIX ~ BEPOSITHOCTEH p(X| y) — TaycCoOBBI C
eIMHUYHOMN MaTpuueit KOBapHaluH,



1
. _10,5(x—u; .
p(X| J):(Z;z') 2€ s f , 1<J<q . OGyucHue
COCTOHT B NOAGOPE BEKTOPOB 4 B MPOCTpaHcTBe X . ITpn

00y4eHHH  METOJOM  HamOOJBIIETo
TpeOyeTcss MUHUMU3UPOBATH CyMMY

> = In(p( 1yi)—>min,

TIPaBIONOA00HS

= Zi’il(xi ~ Hy, )2 —>min . (1)

Hlar 1. dopmupyercs HadaJbHOE NPHOJIMKEHUE
neHTpoB Kkimactepos Y €Y , mpuuem My — Haubonee

yIaJCHHBIC IPYT OT Ipyra 0OBEKTHI 00yUaroIieii BHIOOPKU.

Ilar 2. Tlosropsrorca waru 2.1, 2.2, noka Y; He
HEpPECTaHYT NEPECEKATHCSL.

Mar 2.1. Kaxxapiif 00beKT OTHOCHUTCS K OJIDKafmeMy
nentTpy. C yuérom (1):

y; c=argmin oy dx;, 42y ).
lar 2.2. BeYuCIUTh HOBOE MOJIOKEHUE IIEHTPOB
e z:zl[Yi = y]f(xi) .
yi '_ | ) =4,...,
> b=yl

IMar 3. OueHurh KayecTBO KiIacTEpU3aLMU C
MOMOIIBIO (PYHKIIMOHAIOB Ka4ecTBa:

1 .
g = Zer —zi:yi:yd 2(x, Ay )— min

—
Ky

CpeIHUX BHYTPHUKJIACTEPHBIX paccTosiHui, rae

Ky = {xieX|yi=y} - xmacrep ¢ mHomepom

y CDlzzerdz(,uy,,u)—> max -

ULt
MEXXKJIACTEPHBIX PACCTOSHHUH.

Mlar 4. TIloBropsate 1-3 1o Tex mop, TIOKa
D, .
——>min .
q)l

Juist yaéra mpusnHakoB X; €U ¢ yxe ompeneneHHoi

* *
METKOM Kmacca Y (Xi) Ha mare 2.1 y=Y (Xi), ISt
OCTaNBHBIX — BBIYHCIICHHE IPOUCXOIHUT KaK MPEKIE.

Pesynbrartel pacdera MO CpaBHEHHIO C 3TAJOHHBIM
MeTOZOM (peHTreHoTpadust) MpeacTaBiIeHs! Ha puc. 4.

VI. OBCYXJEHHUE PE3VJIbTATOB

Pe3ynpTaThl JOCTOBEPHOCTH KOHTPOJISL COTIACYIOTCS C
pasMepamu 00ydaroImux BeI0opok (tum 1 — 20 mrr., Tum 2 —
22 mwit., tan 3 — 58 mr., Tan 4 — 3 mWT.) U ¢ pe3yibTaTaMu
OLICHKH S22 XapaKTEepPUCTUKU KaKk  HauMeHee
nH(OPMATUBHOM NPH TOT00HOM KOHTpPOJIE.

PesynbraThl  9KCIIEpUMEHTOB JUII  MHKPOCXEM B
kopnycax DIP, PQFP noxka3anu, 4ro npu BeIOOpe myTei
U3MEpeHUs] ~ pajguolopTepTa  BaXXHO  OOCCICYHTH
MaKCHMAaJIbHBIH TOTIOJIOTMYECKHI OXBAT AUArHOCTUUECKUM
CHTHAJIOM I[P MUHUMAJIbHOM KOJIMYECTBE N3MEPCHUI.

I[J'ISI COKpalICHUA KOJINYCCTBA HSMepeHI/Iﬁ MOXXHO
TMOPEKOMEHA0BATH CICAYIOMINE 3BPUCTUKU.

1) KoHTponupoBaTh pPaJHONOPTPET MEXKIY IHTAHHEM
VDDIO u n100bIM MaKCUMANbHO YJAJIEHHBIM BBIBOJOM
(mpumeHEHHAs B KCIIEPUMEHTE CXEMa U3MEPEHHS MEXITy
«IUTaHHEM» U «3eMIIEi» PaboOTOCIIOCOOHA TOJNBKO MJIs
OYCHPp TPOCTBIX MHKPOCXEM C MalbIM KOJIHYECTBOM
BBIBOJIOB).

ETun1 mTun?2

g 100 = |
s |

S 80
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x 60
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= =
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Puc. 4. JlocToBepHOCTh OTHECEHHSI B MPABUJIbHBIH KJIACC M0 CPABHEHHUIO € «ITATOHHBIM» MeTOI0M (pPeHTreHorpadus) npu
He3aBMCHMOM pacueTe /s Pa3JMYHbIX S-IapaMeTPoB



2) KoHTpoaupoBaTh TOIBKO TPOTHBOCTOSIINE BBIBOIIBI.
Dra 3BpPUCTUKA YYHUTBIBACT CBOMCTBA TCOMETPHUYECKOTO
Beca pébep rpada u3MepeHuil.

3) TIpoBomuTh M3MEpEHHWs TIO KpaiHEeH Mepe 1O JBYM
MYTSIM NIPOXOXKIEHUS TUarHOCTUYECKOT0 CUTHAA.

JIOCTATOYHOCTh BBIOPAHHBIX IyTEH W3MEpPEHHS st
KOHKPETHOrO0 ~ o0pasiia  ONpeieliseTcss  HCXOAA U3
TpeGOBaHMIi K BEPOSTHOCTH MPABUIBHOTO PAaClO3HABAHUSI
[20], xoTopast mpu ToWCKe KOHTpadakTa BappbUpyeTCs OT
0,8 mo 0,95 [3,13]. AnpuopHble NPEANOTIOKEHUST O
KOJIMYECTBE M3MIEIHUiA, He MPUHAICKAIINX K STATOHHOMY
KJIAcCy, CIEIyeT YyBA3BIBATH C MPHUMEHSIEMBIM IUIAHOM
KOHTPOJIS.

VIl. 3AKIIOYEHUE

Takum 00pa3oM, aHaIM3 BHYTPCHHETO PaaUoNoOpTpeTa
W3ICTIsT  TO3BOJIIET  KOHTPOJUPOBATH  OJHOPOIHOCTH
MapTUd  TUIOBBIX ~ MHKPOCXEM  HEpa3pyIAIoLUM
HU3KOYHEPTeTUYECKAM METOIIOM M OCYIIECTBIIATH MOUCK
QHOMAJIUM MyTeM CpaBHEHHSI C STAJOHOM, MOJIYYEHHBIM
pa3pyIIAIOIIAMHI METOIaMH UCCIICIOBAHUS.

IMpakTyeckoe  NpPUMEHEHWE JJaHHOTO  MOAXOja
TIO3BOJIAJIO BBISIBUTH HEOMHOPOJIHBIE MAPTHH MHKPOCXEM
GAL22V100 u XC5210 ¢ npusnakamu koutpadakra [3].

C yuérom TOTrO, YTO BCE OOJBIIEE PACIPOCTPAHCHHUE
MOJY4aloT CJIOXKHBIE MHOTroKpuctamsHele 3D u 2,5D

KOHQUTYpallii ~ MHKPOCXeM B  OJHOM  KOpIIyce,
qyBCTBUTEJIEHOCTh HPEAJIOKEHHOTO MeToJa K
TEOMETPUYECKAM  OTIMYMAM  HE  IOTepsieT  CBOEH
aKTyaJlbHOCTH.
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EXTENDED ABSTRACT

Identification of microcircuits at various stages of their
life cycle is an important tool of quality control. The
design with such identification has been called Design-for-
Security. Many approaches in this area are based on the
introduction of additional mechanisms for identifying the
quality of the chips and protecting them against copying at
the level of IP block [1, 2]. Due to the limited versatility of
the proposed method of detection of anomalies in the
monitored parameters of the chips, as well as relatively
high cost of such inspections we have to ensure the
possibility of determining such anomalies in microcircuits
by comparison of simple characteristics set[3,4]. In this
paper, we carry out comparative analysis of different
methods of identification that enable us to make the
decision without detailed modeling of the chip.

Analysis of signal time delays in the predetermined
paths is most widely used for anomaly detection in
microcircuits [5, 6]. Primarily, we discuss anomalies
related to the degradation processes that cause the change
in the threshold voltage of p-type transistors due to
temperature instability of voltage reverse bias (NBTI) and
hot carrier injection (HCI) [7].

In particular, the approach based on time signatures of
electric circuits [8] is widely replicated. It includes three
stages: selection of the controlled paths of the signal, the
delay measurement and identification. Known patterns of
faults (path delay fault, time delay fault) are used, as well
as specialized approaches based on different models of
signal measurement and processing [9-11].

The closest to our approach is one based on the use of
frequency scan to obtain signature delay [10]: selection of
stable (taking into account technological dispersion)
frequencies to generate the test patterns. This approach
allows us to reduce the identification to the comparison of
binary signatures convolutions in the Hamming metric.

A serious drawback from the point of view of the
practical use is the uncertainty of a sufficient number of
ways (paths) of the signal to obtain such signatures. In
addition to constructing decision rule and decision itself,
fairly extensive preparatory phase of the simulation is
required. Given the known weaknesses of the identification
rules and taking into consideration the gaps based on the
permissible limits of the parameters and the classical
method of principal components [10, 11] such an approach
may be recommended for use in the specific product taking

into account the actual process variability involved with
silicon factory.

When making certification testing of circuits [12-14] to
identify potentially unreliable microelectronics
components, the numerous control methods of individual
identification characteristics [4,5] should be used, which,
when used together, allow us to speak about the
homogeneity/heterogeneity of the presented batch (lot).
These methods are also applicable to the detection of
counterfeit products and allow us to speak about the
"authenticity” of the chips [3,6,12]. As a method of
uniformity control, we propose to use the new approach
based on "internal radio portrait"” [15].

Internal radio portrait is a set of amplitude-frequency,
phase-frequency and  time  (impulse  response)
characteristics, obtained on different pins of the device (in
particular, s-parameters). (This definition is consistent with
the presence of "external radio portrait”, which is used, for
example, in our notification, in the analysis of
electromagnetic compatibility [16]).

It may be underlined that measuring S-parameters is
low energy process and the use of this technique does not
disturb the device under investigation [16].

Analysis of the existing design experience [17] and
chip quality control [18,19] have shown that circuits within
the lot can vary due to two factor groups:

— "natural" causes (process variation, errors, defects
and malfunctions, interference effects);

— "artificial" reasons (bad acquisition parties, issues of
technical process, counterfeit).

Our method contains the following steps:

A. Definition of the inputs and outputs for measurements

Random selection of the reference device from the lot,
measuring its internal radio portrait, which is considered as
the reference Rp_gold (and is used as a feature vector with
known class label).

B. Identification

Getting internal radio portraits of other devices from
the lot Rp_1, ..., Rp_(n-1), where n is the number of
devices in the lot.

C. Result comparison

Comparison of the reference radio portrait with radio
portraits of other microcircuits of the lot.



D. Confirmation of the reference device

Detailed study of the internal structure of the
investigated reference device using destructive methods,
proof of identity based on the obtained characteristics,
comparing them with the technical description
(specification) or with the standard material.

We studied in detail the lot of 121 PCs of integrated
circuits. Comparative analysis of s-parameter of on-a-chip
FPGA GAL22V100-15LPM has been done using device
AgilentE5071B. Radio portrait measurements were held
between pins GND and VCC. These may be considered as
2-pole measurement. In addition to measurements of radio
portrait, we made visual optical inspection, special x-ray
control, control of current-voltage characteristics, and
functional testing. During the measurements, the
differences between the individual chips were detected.

Comparative analysis of radio portraits were conducted
on the basis of 103 units from the lot. Disabled (defect)
products identified in the functional control were removed
from the initial batch, as well as products with damaged
pins and an identification code that was not related to any
of the four detected x-ray clusters.

For characteristics s11 and s21, control accuracy was
more than 75% (clustering was based on k-means method

[20]).

The results of the monitoring reliability are generally
consistent with the size of training samples: type 1 — 20
units, type 2 — 22 PCs., type 3 — 58 PCs., type 4 — 3 PCs.,
and with the results of the evaluation of S22 characteristics
as the least informative in such control.

To reduce dimensions (number of measurements), we
can recommend the following heuristics.

1) To control radio portrait between the power supply
VDDIO and any opposite pin (applied in the experiment
measuring circuit between "Vcc" and "ground" are
functional only for very simple circuits with small number
of pins).

2) To control only opposing pins. The heuristics take
into account the properties of the geometric weights of the
graph edges measurement.

3) Measurements are carried out at least in two ways of
passing the diagnostic signal.

The adequacy of selected methods of measurement for
a particular sample is determined from the requirement that
the probability of correct recognition [20] is in the range
from 0.8 to 0.95 [3,13]. A priori assumptions about the
number of products not belonging to the reference class
must be linked with the applicable control plan.

The analysis of internal radio portrait of microcircuits
and other electronic products allows us to control the
homogeneity of the batch of devices by nondestructive
low-energy method and to search for anomalies by
comparing with the benchmark obtained by other
destructive methods.

It is possible to use the inclusion of the integrated
circuits in the radio tract in the form of a 2-pole device,
which expands the possible block diagram of the
measurement.

Given the fact that there is a proliferation of complex
multichip 2.5 D and 3D configurations of chips in one
package (for example, Xilinx Virtex7T), the sensitivity of
the proposed method to the geometric differences will not
lose its relevance.
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